
 

 

 

 

 

 

Employment 

Scams 
 
 
 
 

Employment scams are becoming one of the fastest-growing types of scams on the internet. According to 

the Canadian Anti-Fraud Centre (CAFC), there were more than 68,000 reported cases of fraud in 2021. 

Some may be phishing messages sent directly to your inbox or fraudulent job postings. Regardless of 

their form, they seek to entice someone into applying for a job which allows the scammer to begin their 

scam.  

 

How Employment scams work: 

Employment scams can start with a phishing message. This message arrives in your inbox with an 

invitation to apply for a seemingly perfect job opportunity. Often the email appears to be from a reputable 

source and contains details of a job with lots of perks like working from home, a high rate of pay, and 

flexible hours.  

 

Employment scams can also come in the form of fraudulent job postings. Again, the posting will be an 

enticing job with few requirements. It might claim to be from a reputable company but often the scammer 

will pose as a fake employee. Once someone has applied, the scammer might reach out to offer a job that 

doesn’t fit the original posting. You may even receive an offer like this for a position that you didn’t interview 

for, or that you didn’t even apply for. 

What is their purpose? 

Employment scams typically aim to get you to do one of the following:  

• Send money for things like “training” that never ends up happening. 

• Facilitate identity theft - by telling you that you need to send documents or identification to be hired.  

• Ask you to click a link which installs malware on your computer. 

Red flags to look for: 

• The job seems too good to be true. 

• Jobs that ask you to pay.  

• Jobs that ask you to provide personal information on the application/resume. 

• A short job description with few to no job requirements.  

• The “employer” doesn’t have a company email or their email does not match the company email domain. 

• The job posting or email contains lots of spelling or grammatical errors. 

• You are offered the job before a formal interview. 

How to research an employer: 

• Go to the company website: Their website should look filled out and have accurate information (i.e. 

contact information, social media, company history, etc.).  

• Read the company reviews on Indeed or Glassdoor.com. 

• Ensure the phone number listed lines up with the location of the company.  

• Research the company to ensure the contact is an employee or check to see if the contact has a 

company email. 



How to protect yourself: 

Read through and think carefully before responding to any messages/ posts. 

Do not provide personal information before being hired on your resume, application forms, or through 

online job ads including:  

• Your Social Insurance Number. 

• Your age, marital status, and date of birth. 

• Your driver’s license number. 

• Your health card number. 

• Your banking or financial information, which includes credit card or bank account numbers and any 

Personal Identification Numbers (PIN). 

 

Look up the name of the company or hiring employer, plus the words “scam,” “review,” or “complaint.”  

Talk to someone you trust. Describe the offer to them.  

Don't pay for the promise of a job. Legitimate employers, including the federal government, will never 

ask you to pay to get a job.  

Do not accept any cheques. 

 

What to do if you think you’ve been scammed: 

• Don’t panic and don’t blame yourself. Thousands of Canadians fall victim to employment scams 

annually, scammers are constantly finding new and hard to detect ways to scam job seekers.  

• Report it to the Canadian Anti-Fraud Centre- https://www.antifraudcentre-

centreantifraude.ca/report-signalez-eng.htm 

• If you have given any banking information, contact your financial institution. 

• If you found the posting on a job board, contact the administrator.  

• Contact Careerspace if you found out about this position through the Trent job board or from a 

Trent email address. 

 

Additional Resources: 

• Government of Canada- https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/job-

emploi-eng.htm 

• Government of Ontario- https://www.feddevontario.gc.ca/eic/site/cb-

bc.nsf/eng/04224.html?OpenDocument 

• How to report a scam- https://www.feddevontario.gc.ca/eic/site/cb-

bc.nsf/eng/04339.html?OpenDocument 

• Steps to Justice- https://stepstojustice.ca/legal-topic/employment-and-work/getting-hired/ 

• The Better Business Bureau scam tracker- https://www.bbb.org/scamtracker 
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      Employment Scams 
Below are examples of employment scams. Example 1 is an email sent to an applicant sent after they applied  
for the fraudulent job posting in Example 2. Example 3 is a confirmed phishing email. 

 
 

Example 1:                          Example 2:

 

 

             Example 3: 

I am sharing job opportunity information to students 

and faculty staff who mighr be interested in a paid 

UNICEF Part-Time job with a weekly pay of $500.00 

(CAD). 

 

If interested, kindly contact Dr Marc Cedric 

(Promarccedric@job-unicef.org) with your alternate 

non-educational email address. i.e. Gmail, yahoo, 

Hotmail etc.) for further details of employment . 

 

N.B , this is strictly a work from home position 

 

 

 

 

 

 

 

 
 

 
 

 

 

Careerspace Resources 
Visit trentu.ca/careerspace or trentu.ca/sep for additional resources and 
supports, such as: 

• 1:1 appointments 

• Student and Alumni Job Board 

• Workshops and events 

• Tip sheets, resume examples, equity resources and more 

Things to Consider: 
 

Example 1: 

• Employer claims to be out of the country 

• Job does not match initial posting (see Example 2) 

• Employer says they will send a check 

• Application process is not connected to company 

• Employer doesn’t request a formal interview 

• Email contains spelling/grammatical errors 
 
Example 2: 

• Short description with not a lot of detail 

• Few requirements for the job  
 
Example 3:  

• No job description 

• Enticing pay and work location 

• Asks for alternate email with no explanation 

• Marc Cedric is not a real UNICEF employee 

• An unexpected email about a job opportunity like 
this is rarely legitimate (employers use job boards 
or their networks to advertise opportunities 
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